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&RPSXWHU�6FLHQFH�$SSURDFK

&RPSXWHU�VFLHQFH�LV�FRQFHUQHG�ZLWK�DXWRPDWLRQ�RI�

LQWHOOHFWXDO�SURFHVVHV�

)RUPDO�0HWKRGV�LV�WKH�DSSOLFDWLRQ�RI�&6�FRQFHSWV�DQG

PHWKRGV�WR�WKH�VHPDQWLFV�EDVHG�DXWRPDWLRQ RI�

V\VWHPV�EXLOGLQJ�



,QMHFW�IRUPDO�PHWKRGV�WKURXJKRXW�WKH�VRIWZDUH�

GHYHORSPHQW�SURFHVV

� RSHQ�WKH�SURFHVV�WR�DQDO\WLFDO�VFUXWLQ\��WR�WHFKQLFDOO\�

LQIRUPHG�PDQDJHPHQW�DQG�WR�DXWRPDWLRQ

� VXSSRUW�D�FXOWXUH�FRQGXFLYH�WR�KLJK�TXDOLW\�EDVHG�RQ�

VFLHQWLILF�NQRZOHGJH

� SURYLGH�PRUH�FDSDELOLWLHV

�FRQFHSWV��WRROV��SDUDGLJPV��YLVLRQ�
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FRQILGHQFH��DQG�LW�ZLOO�ORZHU�WKH�FRVW�RI�EXLOGLQJ�WKHP

,QWHURSHUDELOLW\�3URJUDP�*RDOV



� SUDFWLWLRQHUV�DUH�XQIDPLOLDU�ZLWK�IRUPDO�PHWKRGV�
�H�J��IRUHLJQ�QRWDWLRQ��³PDQDJHUV�GRQ¶W�EHOLHYH�LQ�SURRIV´�

� SUDFWLWLRQHUV�DUH�XQDZDUH�RI�WKH�YDOXH�RI�)0�
�IHZ�³DGYHUWLVHG�DGRSWLRQV´��

� QR�FOHDU�LQMHFWLRQ�YHFWRU RU�HQWU\�SRLQWV��HYHQ�IRU�D�
PRGLFXP�RI�IRUPDO�PHWKRGV�

� )0�FRPPXQLW\�DLPHG�DW�WRWDO�VROXWLRQ�RU�ODWH�SKDVH�
DSSOLFDWLRQV

� ODFN�RI�NQRZOHGJH�LQ�PDFKLQH�XVHDEOH�IRUP��IRUPDO�
NQRZOHGJH�

3UREOHPV



� FDQ�IRUPDOO\�GHVLJQ��GHYHORS��DQG�YHULI\�VPDOO�IXQFWLRQ�

OLNH�FRGH � FDQ�HYHQ�V\QWKHVL]H�IURP�VSHFLILFDWLRQV

�VFKHGXOLQJ��*U|EQHU�EDVLV��SURWRFROV�

� EXW�HYHQ�IRU�OD\HUV�RI�VLPSOH�IXQFWLRQV�ZH�GR�QRW�KDYH�

WKHVH�FDSDELOLWLHV

� ROG�PHWKRGV�GR�QRW�VFDOH

� QHHG�QHZ�LGHDV�IRU�UHDFWLYH�DQG�GLVWULEXWHG�V\VWHPV

3UREOHPV�FRQWLQXHG



� GHPRQVWUDWLQJ�LQWHURSHUDELOLW\ DPRQJ�DOWHUQDWLYH�
DSSURDFKHV�WR�GHVLJQ��SURGXFWLRQ�DQG�YHULILFDWLRQ�RI�
V\VWHPV

� DSSO\LQJ�VXEVWDQWLDO�FRPSXWDWLRQ�WR�DXWRPDWH FRGH�
SURGXFWLRQ��³VSRQWDQHRXV�DGRSWLRQ´�

� FUHDWLQJ�LQWHURSHUDELOLW\�PHFKDQLVPV WR�EXLOG�D�VKDUHG�
GDWDEDVH�RI�IRUPDO�NQRZOHGJH�DQG�FRRSHUDWH�LQ�SURYLQJ

5HVXOWV�IURP�,QWHURSHUDELOLW\�3URMHFW
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7KH�9LVLRQ

5HVXOWV

$SSOLFDWLRQV�DQG�GHWDLOHG�UHVXOWV

1H[W�VWHSV



%DFNJURXQG�� HFRQRPLF�LVVXHV

� UHOLDEOH�V\VWHPV�DUH�³SULFHOHVV´

� QHZ�FDSDELOLWLHV�RSHQ�QHZ�PDUNHWV

� ZH�DUH�VWHDGLO\�FUHDWLQJ�QHZ�FDSDELOLWLHV�



� QHHG�D�WHFKQLFDO�EDVH�IRU�EXLOGLQJ�ODUJH�VFDOH�V\VWHPV

� D�WHFKQRORJ\�RI�WUXVW IRU�KLJK�FRQILGHQFH�V\VWHPV

ROG�VWDWH� ���KDUG�WR�VD\�DQ\WKLQJ�DERXW�QHWZRUNV

FXUUHQW�VWDWH����FDSDEOH�RI�SURYLQJ�VRPH�SURSHUWLHV�

RI�UXQQLQJ�SURWRFROV

QHHG���������������GHVLJQ�DQG�EXLOG�UHOLDEOH�QHWZRUNV

� DXWRPDWLRQ�RI�VRIWZDUH�SURGXFWLRQ�LV�DQ�LQKHUHQWO\�RSHQ�

HQGHG��FKDOOHQJH ZRUWK\�RI�VXVWDLQHG�LQYHVWPHQW�

%DFNJURXQG�� VWUDWHJLF�LVVXHV



2XWOLQH

7KH�9LVLRQ

� :KDW�DUH�ZH�WU\LQJ�WR�DFFRPSOLVK"��JRDOV�

� +RZ�ZLOO�ZH�FKDQJH�SUDFWLFH"

� +RZ�LV�LW�GRQH�QRZ"



7KH�3URJUDPPLQJ�0HWKRGRORJ\�,GHDO

6HUYLFH�VSHFLILFDWLRQV
QDWXUDO
DQDO\WLFDO
ORJLFDO
IRUPDO�SURSHUWLHV

$EVWUDFW�DQQRWDWHG�FRGH
JXDUDQWHHV
LQYDULDQWV
SURSHUWLHV

3URGXFWLRQ�FRGH

0DFKLQH�FRGH



(QYLURQPHQWV�)UDPHZRUNV

.H\�VXEV\VWHPV

ODQJXDJHV��ORJLFDO�IXQFWLRQDO�LPSHUDWLYH�LQWHUDFWLYH�

HGLWRUV�SDUVHUV�LQWHUIDFHV

W\SH�FKHFNHUV�SURYHUV

LQWHUSUHWHUV�HYDOXDWRUV

WUDQVODWRUV�FRPSLOHUV�RSWLPL]HUV�H[WUDFWRUV��V\QWKHVL]HUV�

PRGHO�FKHFNHUV�GHFLVLRQ�SURFHGXUHV

OLEUDULHV�GDWDEDVHV�YHUVLRQ�FRQWURO

PHWDFRQWURO�H[WHQGHUV



(QYLURQPHQWV�)UDPHZRUNV

$Q�RUJDQL]LQJ�DUFKLWHFWXUH

� FORVHG�V\VWHPV�YV�RSHQ�V\VWHPV

� LQWHJUDWLQJ�PHFKDQLVPV



&ORVHG�)0�(QYLURQPHQW�$UFKLWHFWXUH

/LEUDU\

FRGH
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GHIV
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WDFWLFV
FPWV

SURYHU

HGLWRU

HYDOXDWRU

FRPSLOHU



7\SLFDO�(QYLURQPHQW�)UDPHZRUN�'HYHORSPHQW�6\VWHP

&RQVLGHU�DQ�RSHQ V\VWHP�WR�LQWHJUDWH�DOO�
NH\�VXEV\VWHPV�
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tact
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HYDOXDWRU

HYDOXDWRU

SURYHU

SURYHU

SURYHU

0HWD�FRQWURO
�UHILQHU�

WUDQVODWRU WUDQVODWRU



6RIWZDUH�6XSSRUW�IRU�3URJUDPPLQJ

7KLV�LV�WKH�EDFNGURS�IRU�,QWHURSHUDELOLW\�UHVXOWV

/RJLFDO�3URJUDPPLQJ�(QYLURQPHQWV��/3(��� &RUQHOO

'HVLJQZDUH�6SHFZDUH � .HVWUHO�

5HIOHFWLYH�)UDPHZRUNV � 65,�6WDQIRUG

9HULQHW � 8�3HQQ

+DVNHOO��0HWD�0/��DQG�H[WHQGHG�W\SH�
V\VWHPV� � 2*,



2XWOLQH

5HVXOWV

� :KDW�KDYH�ZH�GRQH�WR�DGYDQFH�RXU�JRDOV"

� :KDW�LV�QHZ�LQ�RXU�DSSURDFK"

� +RZ�KDYH�ZH�RYHUFRPH�ROG�OLPLWDWLRQV"



5HVXOWV�6XPPDU\�� 5LFKHU�/DQJXDJHV

6SHFZDUH

� DOUHDG\�YHU\�H[SUHVVLYH

� 6ODQJ�DGGV�GHSHQGHQW�W\SHV

� 0HWD6ODQJ�LV�0/�OLNH�SURJ�ODQJXDJH

DOVR�XVHV�UHIOHFWLRQ

396 � VXEVHW�GHSHQGHQW�W\SHV

1XSUO�0HWD35/
� LQWHUVHFWLRQ�W\SHV��YHU\�GHSHQGHQW�W\SHV
� FODVV�WKHRU\ �ODUJH�W\SHV�RU�FDWHJRULHV���IRUPDO�PRGXOHV

0DXGH� UHIOHFWLRQ



:K\�GR�ULFKHU�ODQJXDJHV�PDWWHU"

� EDVLV�RI�XQGHUVWDQGLQJ�DQG�LQWHJUDWLRQ

� VXSSRUW�KLJKHU�OHYHO�DEVWUDFWLRQV

� FRQQHFWLRQ�WR�QDWXUDO�VSHFLILFDWLRQV LV�HDVLHU

� JUHDWHU�OHYHUDJH�RI�PRVW�HIIHFWLYH�WHFKQLTXHV
� UHZULWLQJ�± H[WUHPHO\�JHQHUDO
� WDFWLFV�± H[WUHPHO\�JHQHUDO�



5HVXOWV�6XPPDU\�� )URP�PRQROLWKLF�WR�LQWHJUDWHG�V\VWHPV

.HVWUHO

0HWD6ODQJ�DQG�FRRSHUDWLYH�SURYLQJ

8VLQJ�0HWD6ODQJ6ODQJ

*DQGDOI
+2/
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6WDQIRUG�65,

6$/ YHULILFDWLRQ
DEVWUDFWLRQ

DQDO\VLV



5HVXOWV�6XPPDU\

:KHUH��2&& VWDQGV�IRU�2SHQ�&DOFXOXV�RI�&RQVWUXFWLRQV
,73 VWDQGV�IRU�,QGXFWLYH�7KHRUHP�3URYHU

)XOO�0DXGH
,73
&KXUFK�5RVVHU�&KHFNHU
2&&
&63
&$36/
+2/�→ 1XSUO

0DXGH�DV�IRUPDO�WRRO�



5HVXOWV�6XPPDU\�± PRUH�LQWHJUDWLRQ

65,�&RUQHOO

+2/�→ 1XSUO��SURRI�WUDQVODWLRQ

&RUQHOO�%HOO�/DEV

+2/�1XSUO�396�OLQN
³VXSHUQRYD´ SURRI�PHWKRG

83HQQ

+2/�63,1��OLQN



5HVXOWV�6XPPDU\

DGYDQFHV�LQ�EDVH�WHFKQRORJ\

0DXGH UHZULWH�HQJLQH���������������± VSHHG

0HWD35/ GLVWULEXWHG�WDFWLF�SURYHU��± VSHHG



2XWOLQH

$SSOLFDWLRQV

� ,I�VXFFHVVIXO�ZKDW�GLIIHUHQFH�ZLOO�LW�PDNH"

� :KDW�DUH�FXUUHQW�VXFFHVVHV"



$SSOLFDWLRQV

.HVWUHO�6SHFZDUH� %RHLQJ���IRUPDO�VSHF�LQWR�&$'�GHVLJQ
ZLWK�2*,���VSHFV�IRU�SURFHVVRUV
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UHFRQILJXUDWLRQ�FRPSUHVVLRQ

1RUWHO�1HWZRUNV

YHULILFDWLRQ
%%1
1$6$

65,�6WDQIRUG�������������������ZLWK�3HQQ��DFWLYH�QHWZRUNV�SURWRFROV
&$36/�IRU�VHFXULW\�SURWRFROV

8SHQQ�������������������������������9HULQHW

� 5,3��DQG�$2'9



2XWOLQH

(QVHPEOH���1XSUO�IDVWSDWK

� (QVHPEOH�$UFKLWHFWXUH

� &RPSUHVVLQJ�VWDFNV

� 9HULILFDWLRQ�RI�VWDFNV



*URXS�&RPPXQLFDWLRQ�6\VWHPV

Reliable and secure networking in safety-critical applications

Ensemble/Nuprl

Isis

Horus

Ensemble

Technology for securing networked applications
- widely used: NY Stock Exchange, French Air Traffic Control …

Added flexibility through protocol stacking
- reconfigurable to specific needs of applications

Reference implementation in Ocaml
- small protocol layers, easy to check and modify
- portable to a variety of platforms
- highest performance due to fast-track reconfiguration

Logical development tools for network security
- verification of critical properties (beyond type checking)
- formal documentation / logical debugging
- automated and verified fast-track reconfiguration
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TOT

MBR

FRG

NAK

Network

Application

CAU

FRG

STB

Network

Application

Configurations

&RVW�RI�PRGXODULW\

Poor performance

- redundant code

- abstraction enforcement

Difficult to verify complete systems

- combinatorial number of 
configurations



(QVHPEOH�,PSOHPHQWDWLRQ

GMP

SYNC

HEAL

MIG

Application

TRANS

…

���OD\HUV

9LUWXDO
V\QFKURQ\

/D\HUHG�SURWRFRO�VWDFNV

(DFK�OD\HU�LPSOHPHQWV�D�SURSHUW\

3URWRFROV�DUH
� VPDOO�������OLQHV�0/�
� URXJKO\�RUWKRJRQDO

&RQILJXUDWLRQ�LV�DSSOLFDWLRQ�VSHFLILF

$ERXW����OD\HUV��WKRXVDQGV�RI�
SURWRFROV
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9HULILFDWLRQ�� +RZ�GR�ZH�EULGJH�WKH�JDS"

"
7RWDO

9LHZ

0VJ9LHZ

),)2

WRNHQ

FRQV

IDLO
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VWDEOH

SURFHVV JURXS



6RIWZDUH�'HYHORSPHQW�E\�5HILQHPHQW

Spec0

Spec1

Spec2

…
Specn

Code •

•

refinement
in SPEC

…

code
generation

CATsemantics: SPECop

category of
models for Spec0

models for Spec1

reduct functor

Code generation via a logic morphism from SPEC to 
the logic of a programming language

models for Spec2

denotes

models for Specn

a model (for Specn)
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,QWHUVHFWLRQ�∩

� 8QLRQ�RI�ILHOGV� [� [�� ⇒ ^[��7�`�∩ ^[��7�`� �^[��7��[��7�`

� ,QWHUVHFWLRQ�RI�W\SHV�LQ�MRLQW�ILHOGV��^[��7�`�∩ ^[��7�`� �^[��7�∩ 7�`

5HODEHOLQJ�ρ

� 5HQDPLQJ�IXQFWLRQ�ρ ��/DEHO�→ ODEHO

� ρ �^�… [L�7L …`�� �^… [M ��∩^7L _�ρ �L� M`�… ` ^∩∅  �7RS�

5HILQHPHQW�LV�6XEW\SLQJ
� U�  �^[��7���… [Q�7Q` U�  �^\��6���… \P�6P`
LI�U��KDV�PRUH�ILHOGV�DQG�ILQHU�W\SHV�RQ�MRLQW�ILHOGV



Nuprl answer:

Example:  {x:N;  y:Q list;  f: N → B}

Generally {x1:A1; . . . ; xm : Am}

Define a signature A: {x1, . . . , xm} → Type

e.g., A(x) = N,  A(y) = Q list,   A(f) = N → B 

Define a record as a dependent function, an element of

i: {x1, . . . , xm} → A(i)   such as

r (x) = 0     r (y) = nil     r (f ) = λ (x.true).

:KDW�LV�D�UHFRUG"



&DOFXODWLQJ�WKH�&ROLPLW�LQ�1XSUO

5HIOH[LYH�5HODWLRQ

^(�7\SH�
UU�(→(→%
UHI��∀[���(��[�UU�[`

7UDQVLWLYH�5HODWLRQ

^(��7\SH�
WU���(→(→%
WUDQV��∀[��\��]���(��[�WU�\∧\�WU�]�⇒ [�WU�]`

%LQDU\�5HODWLRQ

^(�7\SH�
EU�(→(→%`

ρ ��EU� ,7

ρ ��EU������WU

5HIOH[LYH�5HODWLRQ


^(�7\SH�
≤�(→(→%
UHI��∀[���(���[�≤�(�[`�

ρ ��,7������≤

7UDQVLWLYH�5HODWLRQ


^(��7\SH�
≤ ��(→(→%
WUDQV��∀[��\��]���(��[≤ \�∧ \≤ ]�⇒ [≤ ]`

ρ ��WU������≤

^(�7\SH�
≤�(→(→%
UHI��∀[���(���[�≤ [
WUDQV��∀[��\��]���(��[≤ \�∧ \≤ ]�⇒ [≤ ]`

∩
3UHRUGHU�5HODWLRQ



0DLQ�SRLQW

constructive type theory provides good object-oriented methods,

especially classes, subtyping, inheritance.

these are very useful in verifications

especially proof reuse

modular decomposition

there is a great deal to say

4Jason Hickey and Mark Bickford Verification work

4applications to algebra

4design of MetaPRL system

See Nuprl Web page

4Hickey



2XWOLQH

1H[W�VWHSV

� +RZ�FDQ�ZH�PRYH�FORVHU"

� :KDW�PLOHVWRQHV�FDQ�ZH�DFKLHYH"



3URJUHVV

%DVLF�'LVFRYHULHV��&6��0DWK��/RJLF�

,� ,� ,�

,QFUHDVLQJ�&DSDELOLWLHV��������\HDUV�GRZQ�VWUHDP�

&���&���&���…��&Q��…

,QFUHDVLQJ�,PSDFW

…
…



1H[W�VWHSV

$SSOLFDWLRQV�RQ�WKH�KRUL]RQ

UHOLDEOH�SURWRFROV�LQ�XVH
VXSSRUWLQJ�PDVVLYH�XVHU�EDVH

IURP�FRPSUHVVLRQ�WR�UHFRQILJXUDWLRQ

UHDFWLYH�V\VWHPV

EH\RQG�H[WHQGHG�W\SH�FKHFNLQJ



/LEUDU\�
�W\SH�WKHRU\�FODVVHV�FDWHJRULHV�

HGLWRU HGLWRUHGLWRU

0DXGH

0HWD35/

1XSUO

7\SHFKHFNHU
��(6&�����

+2/�63,1

0HWD�

-DYD�(6& 2¶&DPO

6R6��/LVS�

396

1XSUO

+2/ (



$GYDQFHV�WRZDUG�D�WHFKQRORJ\�RI�WUXVW

GHOLYHULQJ�QHZ�DUFKLWHFWXUHV

QHZ�FDSDELOLWLHV�GHSHQG�RQ�

� IHHGEDFN�WR�WKH�V\VWHP�DUFKLWHFWXUHV

� VKDULQJ�LGHDV�DQG�WHFKQRORJ\

� SXVKLQJ�WKH�HQYHORSH



&DSLWDOL]LQJ�RQ�6SHHG

0RRUH¶V�ODZ�KDV�GUDPDWLF�HIIHFW�

PXVW�NHHS�SXVKLQJ�WKH�HQYHORSH

FDQ�DXWRPDWH PRUH



&DSLWDOL]LQJ�RQ�.QRZOHGJH

,QWHJUDWLQJ�IRUPDO�DQG�LQIRUPDO�NQRZOHGJH�

6WRULQJ�NQRZOHGJH�LQ�D�VKDUHG�OLEUDU\



,QWHUQDO�0LOHVWRQHV

:H�FDQ�GR�PRUH�IRU�HDFK�RWKHU�EH\RQG�SXEOLVKLQJ�LGHDV

6KDUHG�YHULILFDWLRQ�RI�D�VXEV\VWHP�RU�SURFHGXUH�LV�SRVVLEOH

� FRQVWUDLQW�VROYHU

� DULWKPHWLF�GHFLVLRQ�SURFHGXUH

� H[WHQGHG�W\SH�FKHFNHU

6KDUHG�FRPSRQHQWV�DUH�SRVVLEOH��H�J��D�/LEUDU\�



6RFLRORJ\

FULWLFDO�PDVV�RI�WDOHQW�ZLOO�FRPH�WR�WKH�DUHD�ZLWK�
D�SURSHU�UHVHDUFK�HQYLURQPHQW�

FDSDELOLWLHV�DUH�IXVLQJ�LQWR�D�WHFKQRORJ\�IRU�

EXLOGLQJ�KLJK�FRQILGHQFH�V\VWHPV



6XPPDU\

:H�FDQ�VHH�D�FOHDU�SDWK�WR�SURYLGLQJ�QHZ�

VHPDQWLFV�EDVHG�DXWRPDWLRQ�FDSDELOLWLHV LQ�WKH�

V\VWHP�GHYHORSPHQW�SURFHVV�

7KHUH�LV�PRUH�WKHRU\�WR�DSSO\�EXW�ZH�PXVW�DOVR�

SXVK�WKH�WKHRU\�IXUWKHU�WR�UHDS�WKH�EHQHILWV�RI�

YDVWO\�LQFUHDVHG�FRPSXWLQJ�SRZHU��



&RQFOXVLRQ

$�UHDOLVWLF�DQG�UREXVW�YLVLRQ�IRU�IRUPDO�

PHWKRGV LV�HPHUJLQJ��,W�ZLOO�IRFXV�86�

HIIRUWV�DQG�DFFHOHUDWH�WKH�HPHUJHQFH�

RI�D�QHZ�HQDEOLQJ�WHFKQRORJ\�RI�WUXVW�


